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ABSTRACT

Many organizations continue to grow in numbers by the day in adopting use and adoption of ICT
in day to day business processes and so are the rising trends in cyber insecurity. Securing
information systems against myriad spectrum of threats requires use of multiple, overlapping
protection approaches addressing people, technology and operational processes. ICT policies are
put in place in institutions to provide guidelines and standards on what is acceptable and what is
not as regards to use of ICT systems. In spite of these ICT policies, numerous instances all over
the world have been reported whereby university systems were compromised and university
information exposed to other third parties or malicious activities or unintentional errors.
According to a report published by Oracle (2008), there have been hundreds of data breaches
costing millions of dollars and damaging universities’ reputation. There is no evidence that
research has been carried out in the past to assess the level of compliance to ICT security policies
by the institutions of higher learning. This study therefore sought to bridge this gap by means of
a survey, to investigate and describe the level of compliance to ICT security policies in terms of
confidentiality and availability in Universities in Kisumu and Siaya Counties, Kenya.

INTRODUCTION

Information security policy major role in organizations is to address threats. Policies and
procedures define the organizations’ guiding principles, often by providing detailed task
instructions and performing basic structure for critical business operations of the organization.
The services and operations of today’s organizations are increasingly dependent on their
information systems (IS) that are supported by computer and internet technologies. As a result,
organizations’ operations have already been changed from traditional information systems to
computer based information systems. These systems help students and staff alike to access
university resources anytime, anywhere. Universities are increasingly relying on Information
Technology(IT) systems for essential business operations, including administration, teaching,
learning, and research. Applying information security to university IT systems and information is
strategically important to maintain overall business continuity.For institutions to provide secure
IT infrastructure, they need to adequately address the issue of IT Security(Sofie, 2010). Lack of
sufficient IT security can negatively affect performance of institutions.
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The main objective of ICT Security policy is to ensure smooth operations and minimize damage
or destruction, protect the interests of parties that depend on information systems from the effects
of failure or weakness of confidentiality, integrity, availability, validity information and
communication. Although implementing information security in universities is an important
function, it is not always given priority as many universities and colleges focus on the core
business which is dissemination of knowledge and research. A survey is an important tool to
assess the level of compliance to ICT security policy in institutions with in a very challenging
environment where competing priorities exist.

RESULTS AND DISCUSSIONS

Security measures put in place in universities to enforce confidentiality of
information systems

The study sought to know security measures put in place in universities to enforce confidentiality
of information systems. Table 4 below shows the frequencies of measures enforcing
Confidentiality of Information Systems with “Yes”, “No” and “Don’t Know” columns

aggregates.
Table 5:Measures enforcing Confidentiality of information systems
Yes No Don’t
Freq Freq Know
Information Systems Confidentiality questions (%) (%) Freq (%)

Do you have an information security policy in your
college/university

Do your password expire in every three months and force 126(38.0) | 162(48.8) | 44(13.23)
you to change them

Do you report any data or security breach 212(67.3) | 81(25.7) | 22(7.0)
Did you sign a confidentiality statement or form upon 206(63.0) | 89(27.2) | 32(9.8)
employment

Have you ever attended data security workshop or training
facilitated by the institution in the last 3 years

Is there a formal disciplinary process in place for
employees who have violated organizational security | 185(55.7) | 49(14.8) | 98(29.5)
policies and procedures

Is the information security policy communicated to all 146(44.0) | 90(27.1) | 96(28.9)
employees on an ongoing basis

Are you aware of any spot checks or regular audits
conducted by the ICT department to make sure staff access
to electronic resources are not compromised by third party
like hackers

Were you as a staff involved in the development of the ICT
security policy

203(61.1) | 31(9.3) | 98(29.5)

186(56.9) | 117(35.9) | 24(7.3)

148(44.6) | 105(31.6) | 79(23.8)

119(36.3) | 172(52.4) | 37(11.3)

51.9 30.3 17.8

Average score (%)
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From the table above more than half of the respondents agreed that there was information
security policy in the universities within the two counties. Out of 332 respondents 31(9.3%) of
the respondents disagreed that there was information security policy in the universities within
two countieswhile 98(29.5%) of them did not know whether there was or not information
security policy in the universities. Also more than half at 173(52.4%) of the respondents
disagreed to be involved in the development of the ICT security policy, 120(36.3%) of them said
that they were involved in the development of the ICT security policy, while 36(11.3%) of them
did not know whether they were involved in the development of the ICT security policy or not.
Close to half 159(48.8%) of the respondents disagreed that their information systems login
passwords expired in every three months and forced to change the passwords. 126(38%) of them
agreed that their passwords would expire in every three months and forcedthem to change their
passwords while 44(13.2%) of them did not know. Most of the respondents 223(67.3%) said they
reported data or security breach encountered in their workstations, 85(25.7%) said that they did
not report any data or security breach while 23(7%) of the total respondents did not know
whether they reported or not.

Majority of the respondents agreed that they signed a confidentiality statement or form upon
employment, 89(27.2%) of the disagreed that they did not sign a confidentiality statement or
form upon employment, while 9.8 of them did not know.

In the last 3 years (2011-2013) more than half 189(56.9%) of the respondents in the universities
reported to have attended data security workshop or training facilitated by the institution,
119(35.9%) of them had not attended data security workshop or training facilitated by the
institution in the period (2011-2013) while 24(7.3%) of them did not know.

185(55.7%) of the total respondents agreed that there existed a formal disciplinary process in
place for employees who violate organizational security policies and procedures, 49(14.8%) of
them disagreed that there existed a formal disciplinary process in place for employees who
would have violated organizational security policies and procedures while 98(29.5%)of them did
not know.

Slightly below half 146(44%) of the total respondents agreed that the information security policy
was communicated to all employees on an ongoing basis. 90(27.1%) of them said the
information security policy was not communicated to all employees on an ongoing basis, while a
similar proportion of the respondents did not know whether the information security policy was
communicated to all employees on an ongoing basis or not.

148(44.6%) of the respondents agreed that they were aware of spot checks or regular audits
conducted by the ICT department to make sure staff access to electronic resources are not
compromised by third party like hackers, almost a third at 105(31.6%) disagreed that they were
aware of any spot checks or regular audits conducted by the ICT department to make sure staff
access to electronic resources are not compromised by third party like hackers while 76(23.8%)
of them did not know.

The results of the findings of confidentiality implies that it’s a 52 vs 48% scenario whereby
compliance has small margin lead on no compliance (“No” & “Don’t Know”). This technically
means confidentiality is very low and the institutions are at great risks in terms of confidentiality
of information systems.
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Security measures put in place in universities to enforce availability of
information systems

The study sought to investigate security measures put in place in universities to enforce
availability of information systems. The following table (table 7) provides a summary of
Information systems availability questions with aggregated frequencies with the following
columns/labels: “Yes”, “No” & “Don’t Know” that were asked to the respondents.

Table 7: Measures enforcing Availability

Don’t

Information Systems Availability | Yes No Know
questions Freq (%) | Freq (%) | Freq (%)
Was is it made clear that you will be held
accountable for your actions that made IT
systems to fail or if you interfere with the
system's operations? 190(58.3) | 109(33.4) |27(8.3)
Do you have a step by step procedure on
how to respond ICT security incidents like if
you have reason to believe your system has
been hacked? 152(47.1) | 113(35.0) |58(18.0)
Do you have a procedure, to report security
incidents through appropriate management
person(s) as quickly as possible? 176(55.0) | 85(26.6) 59(18.4)
Is the information security policy
communicated to all employees on an
ongoing basis? 144(45.0) | 104(32.5) | 72(22.5)
Are there procedures established to report
any software malfunctions?

182(57.1) |58(18.2) 79(24.8)
Do you have a disaster recovery plan? 203(61.1) | 31(9.3) 98(29.5)
Are backup media regularly tested to ensure
that they could be restored within the time
frame allotted in the operational procedure
for recovery? 182(55.5) | 116(35.4) | 30(9.2)
Do you have an ICT continuity plan? 166(50.2) | 48(14.5) 117(35.4)
Do you have specific employees or groups
designated with maintaining and
implementing the security policy? 212(67.3) | 81(25.7) 22(7.0)
Average score (%) 55.1 25.6 19.2

From the table above more than half 194(58.3%) of the respondents agreed that it was made
clear to them that they would be held accountable for any actions that made IT systems to fail or
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any interference with the system's operations. Slightly more than a third 111(33.4%) of the
respondents disagreed that it was made clear to them that they would be held accountable for any
actions that made IT systems to fail or any interference with the system's operations while
28(8.3%) of them did not know whether that it was made clear to them that they would be held
accountable for any actions that made IT systems to fail or any interference with the system's
operations.

156(47.1%) of the respondents agreed that there existed step by step procedure on how to
respond to ICT security incidents like for instance if one had a reason to believe his or her
system had been hacked. 116(35%) of them disagreed that there existed step by step procedure
on how to respond to ICT security incidents like for instance if one had a reason to believe his or
her system has been hacked, while 60(18%) of them did not know.

Slightly more than 166(50%) of the respondents agreed that they had procedures to report
security incidents through appropriate management person(s) as quickly as possible, 88(26.6%)
of them said that there were no procedures procedure to report security incidents through
appropriate management person(s) as quickly as possible, while 61(18.4%) of them did not know
whether there existed procedures to report security incidents through appropriate management
person(s) as quickly as possible.

149(45%) of the total respondents agreed that the information security policy was communicated
to all employees on an ongoing basis. 108(32.5%) of them said the information security policy
was not communicated to all employees on an ongoing basis, while 75(22.5%) of the
respondents did not know whether the information security policy was communicated to all
employees on an ongoing basis or not.

190(57.1%) of the total respondents interviewed agreed that there were procedures established to
report any software malfunctions, 60(18.2%) of them disagreed that there did exist procedures
established to report any software malfunctions, while 82(24.8%) of them did not know whether
there existed procedures established to report any software malfunctions or not.

Information availability dependents on the disaster recovery plan set out by the institution so that
in cases of any eventuality they are able to revert back to normalcy. 202(61.1%) of the
respondents in the Kisumu and Siaya Counties universities agreed that there existed disaster
recovery plans, 99(29.5%) of them did not know whether there is disaster recovery plans or not
while only 31(9.3%) of the respondents disagreed the existence of disaster recovery plans. More
than half of the respondents confirmed that the backup media were regularly tested to ensure that
they could be restored within the time frame allotted in the operational procedure for recovery,
118(35.4%) of them disagreed with that, while only 31(9.2%) did not know.

ICT need a continuity plan, this enables the environment to be maintained to current standards all
the time. Amongst the campuses within the Kisumu and Siaya Counties half of the have ICT
continuity plan, more than a third reported not be knowing whether there existed an ICT
continuity plans or not. 223(67.3%) of the respondents agreed that there were specific
employees or groups designated with maintaining and implementing the security policy,
85(25.7%) of them declined that there existed specific employees or groups designated with
maintaining and implementing the security policy while only 23(7%) of them did not know.

Availability had a leading score of 55%. This implies that most systems in the institutions are
likely to be available when needed. However, recommended minimum availability percentage of
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high availability systems is 95% which translates to 18 days of downtime in year. More needs to
be done to realize high availability which in turn ensures reduced business risk in downtimes and
lost opportunities due to downtimes.

CONCLUSION

Data analysis and interpretation revealed that majority of the learning institutions ranked very
low on measures enforcing confidentiality of information systems. The greatest culprit here was
password expiry with 38% compliance. This means that users used the same password for as
long as they could remember; a very bad password policy. Other measures that ranked poorly
include involvement of users in development of ICT policies and also that majority of users
reported not having any audit spot checks. For compliance to ICT security policy to be in effect,
the management needs to help facilitate audit spot checks, involvement of users in policy
development and staff training in basic ICT security.

Data analysis and interpretation revealed that majority of institutions performed averagely in
terms of availability. The worst performing measure was on the communication on ICT security
policy on an ongoing basis and availability of step by step procedure on how to report to
incidences. If ICT policy is not communicated across to all users, then clearly it becomes hard to
enforce the policy. Most institutions have a policy gathering dust in some shelves whilst in
contract it is supposed to be a living document.
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